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Abstract

The intensification of information war-
fare in algorithmically mediated environ-
ments has shifted manipulation from the
content of beliefs to the conditions un-
der which perception, interpretation and
judgement are formed. The objective
of this study is the conceptualisation of
cognitive security through a historical-
philosophical reconstruction of the rela-
tionships among cognition, truth, power
and algorithmically mediated perception.
The study takes the form of a concep-
tual philosophical reflection article and
combines historical-philosophical analy-
sis, conceptual genealogy, comparative
philosophical interpretation and concep-
tual synthesis. The positions of Plato, Aris-
totle, Al-Farabi, Machiavelli, Bacon, Kant,
Heidegger, Arendt and Foucault are cor-
related with contemporary scholarship on
algorithmic governance, surveillance cap-
italism, information warfare and epistemic
injustice. The analysis develops the ar-
gument that the classical problem of illu-
sion has moved from the representational
to the infrastructural level: ranking, filter-
ing and personalisation pre-structure the

field in which truth and falsity can be dis-
tinguished before judgement begins. Infor-
mation warfare is accordingly interpreted
as a struggle over the conditions of percep-
tion rather than over particular narratives.
On this basis, cognitive security is defined
as a philosophical category denoting the
preservation of reflective judgement, in-
terpretive autonomy and epistemic plural-
ity, distinct from its technical meaning in
cybersecurity. Philosophical dialogue is
identified as a practice of epistemic resis-
tance and epistemic repair that introduces
reflective friction into accelerated commu-
nication, restores the relational conditions
of shared intelligibility and underpins ed-
ucational formation. The proposed frame-
work offers conceptual grounds for digi-
tal governance, media literacy and edu-
cational policy, while its empirical oper-
ationalisation remains a task for further re-
search.

Keywords: cognitive security, information
warfare, algorithmic epistemology, philo-
sophical dialogue, power–knowledge, in-
terpretive autonomy
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1. INTRODUCTION

Information warfare has become a structural feature of contemporary public life rather than an exceptional condition of
armed conflict. Twentieth-century mass communication had already demonstrated that public perception can be organised
on a large scale: the propaganda model proposed by Herman and Chomsky [1] described how the institutional structure
of the mass media filters what reaches the public, and the state propaganda systems of the 1930s showed that control over
perception could be pursued deliberately as a political project. The digital transformation has changed both the scale and
the mechanism of this control. The Cambridge Analytica case during the 2016 electoral campaigns and the activities
attributed to the Internet Research Agency drew public and scholarly attention to the use of personal data for micro-targeted
political messaging and to sustained computational influence campaigns across social media platforms [2, 3]. These cases
illustrate the expansion of ideological persuasion to include algorithmically mediated behavioural steering, in which the
visibility of information is ordered before reflection begins.

In networked media environments, information flows are shaped by asymmetric media ecosystems and recursive
feedback loops that blur the distinction between exposure and persuasion [2]. Memetic forms of conflict use content not as
neutral information but as a strategic means of organising attention, understanding and perception in the digital sphere [4].
The decisive change therefore concerns not isolated instances of deception but the continuous modulation of attention and
interpretation. When the direction of perception, the allocation of attention and the range of available interpretations are
set in advance, the independence of judgement is weakened, and the trust on which judgement relies becomes dependent
on opaque algorithmic institutions [5]. For Arendt, factual truth is the precondition of a common world, and the erosion
of stable facts leads citizens not to disagree about a shared reality but to inhabit realities that no longer coincide [6, 7].
Contemporary social epistemology describes the same process as the fragmentation of shared reality under conditions
of polarisation, in which plurality ceases to be a diversity of perspectives on one world and turns into a set of mutually
incompatible informational worlds [8].

The scholarly literature offers several strong diagnoses of this situation. The theory of surveillance capitalism explains
how human experience is converted into behavioural data used to predict and modify behaviour [9]; the theory of the
network society describes the redistribution of knowledge across interconnected informational infrastructures [10]; studies
of the social power of algorithms show that computational systems order what becomes visible, relevant and knowable
[11]; and recent Foucauldian analyses interpret the transition from disciplinary to algorithmic societies as a transformation
in the construction, validation and dissemination of knowledge [12]. Research on algorithmic authority demonstrates that
the ranking, filtering and prediction of information shift epistemic authority from human interpretive judgement towards
computational selection [13], while the theory of epistemic injustice clarifies how credibility and interpretive resources
are distributed unequally among knowers [14]. Security-oriented studies examine the use of artificial intelligence in
information warfare and the military framing of information manoeuvre [3, 15], the methods of countering disinformation
[16] and the spread of fake news [17].

Despite their diagnostic strength, these accounts address different aspects of the problem and require closer integration
for the specific philosophical inquiry pursued here. Sociotechnical analyses describe how platforms organise visibility,
while the present study examines how the classical problems of truth, appearance, perception and judgement are recon-
figured when cognition operates within algorithmically structured epistemic spaces. Security studies treat cognition as
a target of influence operations, while the notion of security applied to cognition is usually borrowed from the technical
vocabulary of cybersecurity and artificial intelligence safety, where it concerns the protection of systems and the preven-
tion of harmful failures or malicious uses [18, 19]. A research gap therefore persists between the historical-philosophical
tradition, which has long examined the vulnerability of knowledge to illusion, rhetoric and ideological structuring, and
contemporary research on algorithmic manipulation, which can benefit from a more explicit philosophical framework
connecting cognition, power and truth across historical and contemporary contexts.

The conceptual problem of the study follows from this gap. The central issue is no longer whether individuals are
deceived by particular messages but whether the conditions of independent judgement persist within technologically pre-
structured epistemic environments, and which philosophical resources allow these conditions to be described and protected.
The study addresses this problem by placing digital epistemology within a long philosophical tradition that extends
from classical theories of perception to contemporary analyses of algorithmic governance. Its theoretical contribution is
threefold: a genealogical reconstruction of the relationship among cognition, truth and power that links classical philosophy
with the algorithmic information environment; a philosophical definition of cognitive security that distinguishes it from its
technical meaning; and a justification of philosophical dialogue as a practice of epistemic resistance and epistemic repair.
The objective of this study is the conceptualisation of cognitive security through a historical-philosophical reconstruction
of the relationships among cognition, truth, power and algorithmically mediated perception. Section 2 describes the
methodology, Section 3 presents the findings of the conceptual analysis, Section 4 discusses them in relation to existing
scholarship and sets out the limitations of the study, and Section 5 formulates the conclusions.
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2. METHODOLOGY

The study is a conceptual philosophical reflection article in the field of social philosophy and the philosophy of
information. It does not collect or analyse empirical data and does not follow the protocol of a systematic or scoping
review. The research design combines four interrelated approaches. Historical-philosophical analysis reconstructs how
classical and modern thinkers formulated the problems of truth, appearance, cognition and power. Conceptual genealogy,
developed in the Foucauldian tradition [12, 20], traces how the relationship between truth and power has been reconfigured
from classical philosophy to the age of algorithmic governance and treats knowledge as a set of historically layered
formations of truth regimes rather than as a stable faculty. Comparative philosophical interpretation sets the positions of
different thinkers against one another and against contemporary scholarship in order to identify continuities and ruptures.
Conceptual synthesis integrates the results into the concept of cognitive security and into an account of philosophical
dialogue as a form of epistemic resistance.

The study adopts a dialogical model of interpretation characteristic of the hermeneutic tradition [21]. Classical and
contemporary philosophers are treated not as isolated theoretical positions but as participants in a continuous inquiry
into cognition as a condition of the disclosure of the world. The aim of this model is not a reductive synthesis but the
identification of a stratified ontology of cognition, in which cognition is distributed across shifting structures of power,
discourse and technical mediation.

The analytical corpus consists of two groups of texts that perform different functions in the argument. The first
group comprises classical and modern philosophical works that supply the conceptual categories of the analysis: Plato’s
allegory of the cave and his critique of illusion in the Republic, read with the assistance of established commentary
[22]; Aristotle’s account of habituation and the formation of judgement [23]; Al-Farabi’s conception of the virtuous city
[24]; Machiavelli’s analysis of political appearance [25]; Bacon’s doctrine of the idols [26]; Kant’s critical theory of
the conditions of experience [27]; Hegel’s dialectic [28]; Heidegger’s analysis of technology as enframing [29]; Arendt’s
conception of factual truth and the common world [6, 7]; and Foucault’s analysis of power and knowledge [20], alongside its
contemporary interpretation [12]. The theories of communicative action [30], philosophical hermeneutics [21], epistemic
injustice and epistemic resistance [14, 31] and the epistemologies of the South [32] serve as conceptual resources for the
analysis of dialogue.

The second group comprises contemporary scholarship that describes the algorithmic information environment. It
includes studies of surveillance capitalism, the network society and the social power of algorithms [9–11]; the analyses of
psychopolitics by Han [33] and of media culture by Postman [34]; research on algorithmic authority, the phenomenology
of algorithms and the aesthetics of algorithmic disinformation [13, 35, 36]; studies of truth as social practice, trust in
algorithmic institutions and artificial intelligence, and the fragility of truth under polarisation [5, 8, 37, 38]; and research
on information warfare, disinformation and the malicious use of artificial intelligence [2–4, 15–19, 39]. Works on
attention, echo chambers and the phenomenology of experience [40–42] connect the two groups. The groups are related
asymmetrically: the philosophical texts provide the categories through which the problem is interpreted, whereas the
contemporary literature provides the description of the environment in relation to which these categories are interpreted.
The corpus is purposive and interpretive and does not claim exhaustive coverage of the literature on any of the topics
involved.

The analysis proceeds in four steps. First, the categories of truth, appearance, cognition, power, judgement and au-
tonomy are identified in the philosophical texts, together with the specific epistemic problem that each thinker associates
with them, such as illusion in Plato, habituation in Aristotle, the management of appearances in Machiavelli, structural
distortion in Bacon and the regime of truth in Foucault. Second, each category is correlated with the operations of the
algorithmic information environment described in the contemporary literature, namely ranking, filtering, personalisation,
recommendation, classification and prediction. Third, the correlations are evaluated in terms of continuity and transforma-
tion: the analysis establishes whether a classical problem persists, intensifies or changes its mode of operation, for example
by moving from the representational to the infrastructural level. Fourth, the results are synthesised into the concept of
cognitive security and into an account of philosophical dialogue as a practice of epistemic resistance and epistemic repair,
and the outcome of the comparison is summarised in Table 1.

The credibility and coherence of the interpretation are assessed through the consistency of the conceptual framework,
the explicit correlation of each classical category with its contemporary analogue and the use of established scholarship
for the description of the algorithmic environment. As the study is based exclusively on published texts and involves no
human participants, personal data or experimental procedures, ethics committee approval was not required.

3. FINDINGS

This section presents the findings of the conceptual analysis. In accordance with the reflective design of the study, the
findings are interpretive propositions derived from the correlation of classical philosophical categories with the operations
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of the algorithmic information environment rather than empirical results.

3.1. FROM EPISTEMIC ILLUSION TO ALGORITHMIC MEDIATION

The first finding concerns the nature of the digital transformation itself. Digital technologies do not merely change
the means of communication; they transform the conditions under which knowledge is acquired, justified, disseminated
and contested. Sahakyan et al. [12] show that the transition from disciplinary to algorithmic societies rests on a change
in how knowledge is constructed, validated and distributed under technological governance. In this environment, digital
systems do not simply transmit knowledge but frame what counts as knowledge, truth and credibility. Epistemology
must therefore address the infrastructural conditions of belief formation alongside its reflective concern with justification,
because cognition increasingly operates through continuously reorganised and externally mediated processes. The problem
is therefore phenomenological as well as epistemological, since it concerns the structures through which experience is
organised before it becomes knowledge [42].

This shift reactivates the classical problem of the relationship between appearance, truth and perception. In the allegory
of the cave, Plato described human beings who take mediated appearances for reality itself [22]. In the digital environment,
this image acquires renewed interpretive significance: algorithmic infrastructures can be understood by analogy as a
contemporary cave in which visibility is curated, attention is organised and perception is pre-shaped before conscious
reflection. Phenomenological analyses of how social media algorithms appear to their users show that these systems are
encountered not as transparent tools but as opaque conditions of experience [35]. In this interpretation, the epistemic
illusion represented by Plato’s allegory can acquire an additional basis in computational infrastructures.

Aristotle’s theory of habituation offers a second point of correlation. For Aristotle, intellectual and moral dispositions
develop through repeated practice, sustained action and deliberation, and perception and judgement are formed gradually
rather than given immediately [23]. In digital ecosystems, habituation remains a process of engagement with the world,
but it is also increasingly shaped by algorithmically structured patterns of interaction that mediate perception and attention.
Habits of attention are formed through repetition designed for engagement, and repetition itself operates as a means of
persuasion [37]. The question of the conditions under which judgement is formed therefore acquires a technological
dimension.

Kant reconceived cognition as organised by the conditions of possible experience: perception is never purely passive
but always structured by the categories of the understanding [27]. In algorithmic settings, this insight acquires a new
form, as external systems of computational classification increasingly shape the material available to judgement. This
is an analogy concerning the mediation of experience, rather than a claim that algorithms replace Kant’s transcendental
categories. Heidegger developed a related line of thought in his analysis of modern technology as enframing (Gestell), a
mode of revealing in which beings appear primarily as resources to be ordered and optimised [29]. Algorithmic systems
intensify enframing by converting human attention and cognition into quantifiable data streams, so that what appears to be
information processing turns into an ontological restructuring of the way in which reality is disclosed.

Critical theory adds the dimension of power to this transformation. Truth cannot be separated from the structures of
power that govern what can be seen and said, and in the digital environment these structures take the form of algorithms
that determine what can be known, filtered, ranked and predicted [11]. Zuboff [9] describes surveillance capitalism as an
economic order that converts human experience into behavioural data used to predict and influence behaviour, including
cognition, attention and decisions. Han’s analysis of psychopolitics [33] complements this account by showing that the
dominant form of power operates less through direct coercion than through the imperatives of self-optimisation and self-
discipline, which produce a paradoxical sense of freedom in which individuals govern their own behaviour. In media theory,
Postman [34] argued that television established a communication framework that prioritised entertainment over sustained
rational discourse, and the digital environment intensifies this tendency. Within the network society, these developments
shape social relations, identity formation and cognitive structures through interconnected digital infrastructures, and
knowledge is no longer controlled by a single source or institution but distributed across communication networks [10].

Contemporary interdisciplinary research extends these observations. Analyses of algorithmic authority show that
platforms automate the ranking, filtering and visibility of information and shift epistemic authority from human interpretive
judgement towards computational systems of selection and prediction [13]. The resulting governance of visibility is often
algorithmically organised without corresponding opportunities for transparent public scrutiny or democratic negotiation.
In attention economies, engagement metrics increasingly replace epistemic justification as the criterion of relevance, so
that visibility and circulation can become more commercially significant than the truth of a claim, and disinformation
operates through aesthetic and attentional frameworks rather than through argument [36]. The first finding can therefore
be formulated as follows: the digital transformation moves the classical problem of illusion from the content of knowledge
to the conditions of perception, and power is exercised through the organisation of these conditions.
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3.2. COGNITION AND THE GENEALOGY OF TRUTH AND POWER

The second finding concerns the historical depth of the problem. The manipulation of perception precedes digital
technologies, and the genealogy of cognition, truth and power reveals a continuous line of reflection on the vulnerability of
knowledge. Since Machiavelli, political power has been conceived in terms of the management of appearances rather than
the possession of truth. In The Prince, the ruler is advised to manage the appearance of virtue while retaining the capacity
to depart from conventional virtues when political circumstances demand it [25]; politics becomes a theatre of perception,
and judgement becomes the exercise of a spectator. Applied to digital communication, this logic implies that visibility is
the principal political resource and that this resource is now governed by algorithmic ranking.

Bacon’s doctrine of the idols in the New Organon [26] formulates a parallel epistemological warning. The idols are
systemic distortions of human reason that arise from habits of perception, the use of language and the organisation of
society; error is therefore not incidental but embedded in the way human beings interpret reality. Digital systems can
be interpreted as a new type of idol, since they introduce technologically produced cognitive bias that shapes perception
before the subject becomes aware of it.

For Plato, cognition is inseparable from the ethical orientation of the soul towards truth, and knowledge is transforma-
tional rather than merely representational, since it requires the reorientation of perception itself [22]. The prisoners of the
cave are not merely deceived by particular images; they live in a condition of structural illusion. Read as a problem for
contemporary communication, the Platonic model suggests that algorithmic infrastructures form a comparable structural
illusion, with the difference that the regulation of perception now serves the purposes of control and power within a
data-driven economy [9].

Al-Farabi’s political philosophy [24] embeds cognition in the normative order of the virtuous city, where truth is
not only epistemic but also civic: the stability of political order depends on the integrity of knowledge and its proper
circulation within the community. Epistemic corruption is therefore not merely an individual error but a systemic
condition that destabilises collective rationality. Translated into the conditions of an algorithmic information environment,
this framework implies that the structures governing the circulation of information participate directly in the formation or
deformation of collective rationality and civic coherence.

Arendt shifts the focus to the political consequences of epistemic instability. Factual truth is the fragile foundation
of the common world and the condition of possibility of political judgement; when factual truth dissolves, the common
world disintegrates into non-communicating realities [6, 7]. Digital systems intensify this vulnerability by producing
epistemically isolated informational spheres in which individuals no longer share a horizon of appearance, so that political
judgement loses its grounding in a common world.

Foucault examines the historically situated procedures and power relations through which statements acquire authority
as truth and become recognised as knowledge [20]. Contemporary interpretations extend this account to digital governance
[12]. In algorithmic environments, this logic becomes operational: the visibility, credibility and relevance of information
are not neutral epistemic properties but outcomes of computational selection. Beer [11] shows that algorithmic systems
function as forms of social and epistemic ordering by shaping what becomes visible, relevant and knowable. Cognition is
accordingly not only internally generated but externally scaffolded by infrastructures that organise attention and mediate
perception before reflection, so that mediation precedes interpretation. Cognition becomes infrastructural, embedded in
networks of selection, amplification and suppression, and is restructured into a distributed process within technological
systems of knowledge production rather than abolished.

Taken together, these positions can be assembled into a comparative conceptual genealogy. Plato formulates the
ontological distortion of perception, Aristotle its dependence on habituation, Machiavelli and Bacon its political and
structural sources, Al-Farabi its civic embeddedness, Arendt its vulnerability within a shared reality and Foucault its
entanglement with power. Within this genealogy, cognition appears simultaneously as the object, the medium and the
effect of regimes of truth. The genealogy supports the interpretation that the so-called new information crisis is an extreme
case of a long-standing problem, namely the preservation of truth in a world where appearance is readily mistaken for
reality, dialogue is liable to disintegrate and the common world is under threat.

3.3. INFORMATION WARFARE AND THE CONDITIONS OF PERCEPTION

The third finding concerns the transformation of information warfare. Its historical precedents are well known: the
media controls of the Soviet Union in the 1930s and the activity of the Reich Ministry of Public Enlightenment and
Propaganda show that the control of perception has long been a deliberate political practice. Contemporary information
warfare differs from these precedents not in its intention but in its mode of operation. Research on misinformation raises
concerns that algorithmically reinforced information ecosystems amplify interpretive divergence and erode the common
factual basis required for deliberation [17], while studies of trust show that the digital transformation changes not only
what people believe but also how trust is generated and maintained [5, 38]. The instability of truth is thus correlated with
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the instability of trust.
Security research positions cognition as a domain of strategic vulnerability. Studies of the use of artificial intelligence

by major powers in information warfare and influence operations show that perception is treated as a functional target
rather than as a passive receptacle of data [3], and military discourse increasingly conceptualises information manoeuvre
as a domain of operations in its own right [15]. The methods proposed for countering disinformation, accordingly, extend
beyond the correction of individual messages [16]. Information warfare is therefore not limited to state-centred propaganda
but is embedded in everyday digital life, where memetic content organises attention and interpretation [4]. Manipulation
can therefore operate within the ordinary conditions of digitally mediated experience, rather than appearing only as an
external interruption of otherwise independent cognition.

In Foucauldian terms, this change marks the emergence of a regime of visibility in which power operates less through
suppression or censorship than through the organisation of the conditions of knowledge [12]. Visibility hierarchies,
recommendation systems and data classification determine what may appear as knowledge in the first place; truth is
not abolished but reallocated within technologically controlled informational architectures. The Platonic problem of
the instability of appearance and reality is thereby intensified: illusion is no longer only rhetorical or cognitive but
infrastructural, and interface design, algorithmic ranking and attention optimisation precondition perception. Research on
artificial intelligence safety and on the malicious use of artificial intelligence identifies vulnerabilities, possible failures
and opportunities for scaled misuse, which can make some forms of epistemic manipulation difficult to detect and counter
in real time [18, 19].

These systems do not merely condition particular decisions; they can shape the range of decisions presented as
available and thereby alter the conditions under which rational agency can be exercised. The techniques of behavioural
influence developed in military computing, artificial intelligence governance and strategic communication are becoming
interdependent, and manipulation can no longer be reduced to propaganda or misinformation in the traditional sense. The
finding of this subsection is that information warfare in the digital age is a struggle over the possibility of perception,
thought and understanding, conducted through the pre-structuring of the interpretive space rather than through the control
of particular narratives. This conclusion moves the problem beyond technical and policy responses and calls for a
philosophical account of truth, power and cognition.

3.4. COGNITIVE SECURITY AS A PHILOSOPHICAL CATEGORY

The fourth finding is the definition of cognitive security as a philosophical category. Under conditions in which cognition
is continuously constructed, disrupted and restructured by algorithmic, social and technological systems, cognitive security
can be defined as the sustained capacity to maintain reflective autonomy, interpretive independence and epistemic integrity.
This meaning differs from the technical use of security vocabulary in cybersecurity and artificial intelligence safety, where
it concerns the protection of digital infrastructure and the prevention of harmful system failures and attacks [18]. In the
philosophical sense, cognitive security concerns the protection of judgement as such and is therefore a meta-epistemological
issue: it addresses not only what is known but also how knowing is possible in environments saturated with mediated
information. In digital ecosystems, the subject is not simply placed within flows of information but positioned within
epistemically pre-ordered environments that format perception before reflection.

The concept has a distributive dimension, which the theory of epistemic injustice makes explicit. Fricker [14] shows
that individuals can be wronged specifically in their capacity as knowers, through deficits of credibility and gaps in
shared interpretive resources. Digital systems can reproduce such inequalities of interpretive authority and credibility
when algorithmic visibility amplifies dominant voices and structurally marginalises alternative epistemologies. This is an
application of Fricker’s framework, rather than a finding reported in her book about contemporary platforms. Medina’s
epistemology of resistance [31] adds that epistemic agency depends on the capacity to recognise and resist such distortions.
Cognitive security therefore includes not only the protection of individual reasoning but also the preservation of a fair
distribution of epistemic agency.

From the Platonic perspective, cognitive security corresponds to the problem of the liberation of the soul from the
cave, with the difference that the chains of perception are now located in computational mechanisms rather than imposed
by rhetoric alone [22]. From the perspective of Al-Farabi [24], cognitive security has a civic dimension: if the stability
of political order depends on the integrity of knowledge and its correspondence to truth, the algorithmic fragmentation of
knowledge into individualised informational systems undermines shared rationality and collective intelligibility. Cognitive
security is thus required to maintain not only individual reasoning but also the coherence of political life.

Arendt’s analysis indicates that political judgement is endangered when the shared factual basis of public discussion
disintegrates [6, 7]. Personalisation systems can contribute to epistemic isolation in which people no longer share a common
world of facts but inhabit fragmented interpretive worlds; cognitive security is therefore a precondition for preserving a
shared world in which judgement and responsibility remain meaningful. The Foucauldian concept of power–knowledge
adds a structural aspect to this analysis. If digital regimes of truth are operationalised through algorithmic visibility,
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classification and prediction, power works through epistemic configuration rather than through direct repression [12], and
cognitive security must be understood as resistance to the structural preformation of thought.

Developments in artificial intelligence complicate this picture further. Philosophical accounts of trust distinguish
interpersonal trust, reliance and the grounds on which AI systems may be considered trustworthy [38]. These distinctions
matter where decision-making is distributed across human and computational components, because transparency alone does
not settle the question of justified trust. The growing role of autonomous agents in shaping informational environments
extends cognitive influence even where no human intention directs it, and the locus of cognition shifts towards a co-
constructed socio-technical process. In this situation, cognitive security converges with the issues of cognitive liberty
and the integrity of attentional and behavioural processes that are vulnerable to external modulation. Cognitive security
is accordingly not a merely defensive stance but the active construction of enabling conditions under which depth of
reflection, stability of attention and interpretive diversity can be preserved under information overload. In its most general
form, it redefines security as the protection of thinking as a condition of human freedom.

3.5. PHILOSOPHICAL DIALOGUE AS EPISTEMIC RESISTANCE

The fifth finding identifies philosophical dialogue as a practice that responds to the conditions described above.
Contemporary algorithmic communication is structured around immediacy, affective reinforcement and the optimisation
of engagement rather than reflective understanding, which contrasts with the orientation towards mutual understanding
that Habermas [30] placed at the centre of communicative action. Under these conditions, communication tends to rely
on speed, repetition and confirmation loops that stabilise existing beliefs instead of exposing them to critical examination
[41]. Philosophical dialogue introduces a different temporality of thought: it decelerates thinking and creates time for
questioning and conceptual elaboration, thereby counteracting the industrial capture of attention that Stiegler [40] identified
as a central threat to the formation of younger generations.

In the Platonic tradition, dialogue is connected with dialectic, understood not as an exchange of opinions but as an
organised movement of thought towards truth, in which constant questioning gradually distinguishes appearance from reality
and opinion from knowledge [22]. Dialogue in this sense is not a means of transferring information but a transformation of
cognition, in which truth is sought through intellectual activity rather than received. Philosophical hermeneutics supports
this view by treating dialogue as the medium in which understanding occurs across difference and in which the horizons
of the interlocutors are transformed [21]. Decolonial scholarship adds that dialogue among different knowledge traditions
can destabilise dominant epistemic hierarchies and create space for marginalised forms of rationality [32]. Dialogue is thus
not only communicative but structurally transformative: it reconstitutes the conditions of intelligibility through ongoing
interpretation and resists the stabilisation of knowledge within fixed informational structures.

The central function of dialogue in the algorithmic environment is the production of epistemic friction. Whereas
engagement-optimised systems deepen repetition and limit contact with alternative perspectives, dialogue confronts beliefs
with other beliefs and with reasons, which Medina [31] identifies as a condition of epistemic self-correction. This friction
is constructive rather than obstructive, since it allows thought to detach itself from immediacy and to enter a space
in which assumptions can be questioned, refined and repositioned. On a broader level, this relationship expresses the
Hegelian dialectical movement, in which understanding emerges through the sustained examination and working through
of contradiction, so that meaning is not given at the outset but developed through the mediation of differences [28].
Meaning in dialogue accordingly remains provisional and open to reconstruction.

Dialogue also has an ethical and political dimension. Where some voices are marginalised or structurally silenced,
dialogue becomes a form of epistemic resistance that restores agency to excluded knowers and counteracts asymmetries of
epistemic power [14, 31]. Understood as an inclusive practice of philosophical dialogue, it acquires a pluralist character as
a space in which multiple rationalities coexist without being reduced to a single dominant epistemic regime, and epistemic
diversity is treated as a philosophical necessity rather than as a problem to be eliminated. The finding of this subsection is
that philosophical dialogue functions as a counter-power to algorithmic acceleration and the automation of epistemology:
it resists the closure of meaning, interrupts the recursive reinforcement of belief and maintains the conditions under which
thinking remains open, self-critical and directed towards truth rather than towards mere information.

3.6. EDUCATION AND COGNITIVE FORMATION

The sixth finding concerns education as the institutional site in which cognitive security is formed. In an environment
of algorithmically mediated communication, fragmented attention and continuous informational saturation, the conception
of education as the transfer of information becomes inadequate. Education acquires the function of forming cognitive
resilience, interpretive autonomy and critical judgement, and the emphasis shifts from what is known to the ways in which
knowing is structured and maintained. From a philosophical perspective, education is the formation of the interpretive
subject within a complex epistemic milieu, in the sense of Bildung elaborated in philosophical hermeneutics [21]. Since
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cognition is always situated within historically, culturally and technologically structured conditions of intelligibility,
education teaches individuals not only to acquire knowledge but also to inquire into the conditions under which knowledge
appears valid, meaningful or authoritative. This capacity can be described as epistemic sensitivity, that is, the ability
to perceive how perception, interpretation and judgement are themselves shaped by external systems of influence. The
transformation of information into knowledge, and of knowledge into understanding, depends on regulated practices of
attention, interpretive reflection and meta-cognitive awareness; cognitive resilience is therefore a cultivated disposition
rather than a spontaneous effect of exposure to information.

In the allegory of the cave, education is not the acquisition of new content but the reorientation of perception, in
which the soul is turned away from shadows towards the conditions of truth [22]. This Platonic conception of paideia
acquires renewed significance when algorithms structure the reality within which reflexive consciousness must be attained.
Aristotle’s account of habituation complements it by showing that judgement is formed through sustained practice [23];
under digital conditions, this implies that reflective habits of attention must be deliberately cultivated as a counterweight to
habits formed by engagement-driven design. Stiegler’s analysis of the capture of attention in younger generations explains
the urgency of this task, since the formation of attention is a condition of the formation of thought itself [40].

Cognitive formation is also relational rather than purely individual. Learning environments are not passive backdrops
but co-constitute the movement of thought, and meta-cognitive awareness, including the recognition of one’s own inter-
pretive biases and presuppositions, is a condition of intellectual responsibility. Dialogical forms of learning that bring
different perspectives into contact can bring the epistemic friction described in Subsection 3.5 into educational practice.
Collaborative learning that brings together participants with different cognitive and cultural backgrounds deepens analytical
interaction and turns the formation of knowledge into a distributed social process rather than an achievement of isolated
individuals. Cognitive resilience is therefore best conceptualised not only as an individual capacity but also as a property
of educational structures and pedagogical frameworks that give priority to reflective and critical thinking, and higher
education institutions bear particular responsibility for developing interpretive autonomy and protecting the conditions
of critical reasoning. The finding of this subsection is that education is a principal institutional practice through which
cognitive security is formed, as it trains the subject not only to know but also to reflect on knowing.

3.7. PHILOSOPHICAL DIALOGUE AS EPISTEMIC REPAIR

The seventh finding concerns the possibility of repair. Information warfare in digital environments produces a deep
epistemic disturbance in which shared reality is divided into interpretive domains that are often incommensurable, and the
shared world of facts, meanings and judgements is gradually replaced by individualised informational spaces curated by
algorithms [8, 41]. Under these conditions, the problem is not only the weakening of consensus but also the instability of
the horizon of intelligibility within which agreement and disagreement become possible. When truth is no longer anchored
in common experience or shared rational standards, communication tends to devolve into parallel monologues instead of
dialogue.

Epistemic repair cannot consist in the restoration of uniformity or enforced consensus, since uniformity would eliminate
the plurality on which genuine understanding depends. Repair must instead be understood as the reconstruction of the
relational conditions within which differences become intelligible to one another again. Philosophical dialogue performs
this function as a reparative epistemic practice: it does not eliminate divergence but reorganises it within a space of
shared questioning, justification and interpretive openness, so that disagreement becomes productive tension rather than
disintegration. The movement through which understanding emerges from the encounter of different horizons [21]
provides the model for this reconstruction. Epistemic repair is therefore not a return to homogeneity but the rebuilding
of a relational architecture of understanding in which meaning is produced across differences rather than predetermined
by narrow informational enclosures. The restoration of the epistemic world is accordingly a philosophical rather than a
merely technical task, as it requires the reinstatement of dialogue as a form of collective thinking that can connect divided
realities without erasing their differences.

3.8. SYNTHESIS OF THE CONCEPTUAL FINDINGS

The findings presented can be summarised in three propositions. First, the classical philosophical problems of truth,
appearance, cognition and power persist in the algorithmically structured environment, but their mode of operation
changes. Illusion moves from the representational to the infrastructural level, habituation is shaped by engagement-
optimised design, the management of appearances is automated through ranking, and regimes of truth are operationalised
through classification and prediction. The field in which truth and falsity can be distinguished is thereby pre-structured
before judgement begins (Table 1).

No. 24, January - December 2026 - pp. 2477 - 2490



2486 Revista Cultura Científica

Table 1. Classical Epistemic Problems and Their Contemporary Algorithmic Analogues

Thinker Core Epistemic Problem Contemporary Algorithmic Ana-
logue

Relevance to Cognitive Security

Plato [22] Illusion: mediated appearances taken
for reality

Curated visibility and pre-shaped per-
ception within algorithmic infrastruc-
tures [35]

Liberation of perception from infras-
tructural illusion

Aristotle [23] Formation of perception and judge-
ment through habituation

Habits of attention formed by
engagement-optimised patterns of
interaction [37]

Deliberate cultivation of reflective
habits of attention

Al-Farabi [24] Integrity and proper circulation of
knowledge as a condition of civic order

Algorithmic fragmentation of collec-
tive rationality

Protection of shared rationality and
civic coherence

Machiavelli [25] Power as the management of appear-
ances

Visibility as a political resource gov-
erned by algorithmic ranking

Critical awareness of how visibility is
produced

Bacon [26] Idols as structural distortions of reason Technologically produced cognitive
bias operating before awareness

Recognition of error as structural
rather than incidental

Kant [27] Categories organising the conditions
of experience

External computational classification
shaping the material available to judge-
ment

Preservation of the subject’s own ca-
pacity for judgement

Heidegger [29] Enframing: beings revealed as re-
sources

Attention and cognition converted into
quantifiable data streams [9]

Resistance to the reduction of thought
to data

Arendt [6, 7] Factual truth as the foundation of a
common world

Personalised informational realities
that no longer coincide [8]

Preservation of a shared world as the
condition of judgement

Foucault [12, 20] Power–knowledge and regimes of truth Visibility hierarchies, recommenda-
tion and classification [11]

Resistance to the structural preforma-
tion of thought

The comparison in Table 1 shows that the classical thinkers do not supply direct answers to the problems of the digital
environment; rather, they provide categories that make it possible to identify which dimension of cognition is affected by
each algorithmic operation. The comparison reveals a consistent pattern: in each case, a problem that classical philosophy
located in rhetoric, habit, political performance or the structure of reason is now also located in technical infrastructure,
which operates continuously and largely below the threshold of conscious deliberation.

Second, the category of cognitive security adds to existing approaches a normative concept that connects their diagnoses.
Whereas the theories of surveillance, networks and algorithmic power describe how the environment is organised, and the
theory of epistemic injustice describes how epistemic agency is distributed, cognitive security names what is at stake in
all of them, namely the preservation of reflective judgement, interpretive autonomy and epistemic plurality as conditions
of human freedom. Its distinctive emphasis is on judgement and the construction of enabling conditions, while technical
security and AI safety remain relevant complementary concerns rather than wholly separate domains.

Third, philosophical dialogue occupies a dual position within this framework. As epistemic resistance, it introduces
reflective friction into accelerated communication, interrupts the recursive reinforcement of belief and restores agency to
marginalised knowers. As epistemic repair, it rebuilds the relational conditions under which divided interpretive worlds
can become mutually intelligible without being forced into uniformity. Education is the institutional practice through
which both functions are transmitted and sustained. Together, these propositions constitute the conceptual result of the
study: cognitive security is the normative horizon, the genealogy of truth and power is its theoretical foundation, and
philosophical dialogue and education are its principal practices.

4. DISCUSSION

The findings support and extend several established lines of research. They are consistent with Arendt’s account that
factual truth is the precondition of a common world [6, 7] and specify the mechanism through which this precondition
is eroded in the digital environment: through the personalisation of informational worlds that may increasingly diverge,
alongside the continuing effects of organised lying. In this respect, the findings agree with social-epistemological accounts
of the fragility of truth under polarisation [8] and with analyses of echo chambers in social media [41], while adding a
genealogical dimension that links this erosion to the classical problem of appearance.

The findings also extend the Foucauldian line of interpretation. Sahakyan et al. [12] describe the transition from
disciplinary to algorithmic control, and Beer [11] demonstrates the social power of algorithms as a form of ordering. The
present analysis shows that this ordering affects not only the conduct of the subject but also the pre-reflective conditions
of perception, and it connects the Foucauldian concept of regimes of truth with the Platonic problem of illusion and the
Baconian doctrine of structural distortion. This connection explains why algorithmic power is difficult to perceive: it
operates at the level at which classical philosophy located the sources of error rather than at the level of explicit claims.

With respect to the theories of surveillance capitalism [9], psychopolitics [33] and the network society [10], the findings
occupy a complementary position. Zuboff, Han and Castells explain the economic, political and structural organisation of
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the digital environment, whereas the concept of cognitive security articulates the philosophical stake of this organisation,
namely the autonomy of judgement. The analysis thus moves from the description of the techno-economic system to the
question of which conditions of thinking must be preserved within it.

The findings extend the application of the theory of epistemic injustice by proposing that algorithmic visibility systems
can produce credibility deficits and interpretive marginalisation through ranking and amplification alone, without requiring
an overtly prejudiced act by a particular individual [14]. Medina’s concept of epistemic resistance [31] acquires a specific
application in this context, since philosophical dialogue appears as an institutionalisable form of epistemic friction that
counters both individual and structural epistemic distortions.

The account of dialogue developed in Subsections 3.5 and 3.7 also clarifies its relationship to established theories of
communication. It shares with Habermas [30] the conviction that communicative rationality is oriented towards under-
standing rather than strategic success, and it interprets engagement-optimised communication as a systematic distortion of
this orientation. At the same time, the findings depart from the Habermasian emphasis on rational consensus: epistemic
repair, as conceptualised here, aims not at agreement but at the restoration of mutual intelligibility among positions that
may remain different. In this respect, the account is closer to Gadamer’s [21] understanding of dialogue as a transformation
of horizons and to the ecology of knowledges proposed by Santos [32], both of which treat plurality as a condition of
understanding rather than as an obstacle to it. The educational dimension of the findings, in turn, gives concrete form to
Stiegler’s [40] thesis that the capture of attention threatens the transmission of the capacity to think across generations,
since it identifies dialogical education as a practice through which attention can be formed anew.

At the same time, the empirical literature on disinformation calls for caution regarding the scale of algorithmic
influence. Guess et al. [39] found that the sharing of fake news on Facebook during the 2016 campaign was relatively
rare and concentrated among particular groups of users, and Benkler et al. [2] attribute the dynamics of disinformation
in the American media ecosystem primarily to political and institutional asymmetries rather than to technology as such.
These results do not refute the argument of the present study, which concerns the conditions of perception rather than the
measurable effects of individual messages, but they indicate that cognitive security cannot be grounded in technological
determinism. Human interpretation, institutional contexts and practices of civic resistance [4] remain active factors in the
formation of judgement.

The theoretical novelty of the study lies in three results. First, the study develops a comparative conceptual genealogy
of the relationship among cognition, truth and power from Plato, Aristotle, Al-Farabi, Machiavelli and Bacon through
Kant, Heidegger, Arendt and Foucault to contemporary analyses of algorithmic governance and argues that the algorithmic
environment transforms classical epistemic problems by shifting them from the representational to the infrastructural
level. Second, it conceptualises cognitive security as a philosophical category, distinct from the technical vocabulary
of cybersecurity [18, 19], which denotes the preservation of reflective judgement, interpretive autonomy and epistemic
plurality and integrates individual, civic and distributive dimensions. Third, it justifies philosophical dialogue as a practice
that performs the dual function of epistemic resistance and epistemic repair and links this practice with education as the
institutional site of cognitive formation.

The proposed concept of cognitive security has definite boundaries. It may overemphasise the role of algorithms
in shaping thought and underestimate the capacity of individuals and communities to interpret, appropriate and resist
algorithmic mediation; perception is not wholly determined by infrastructure, and shifts in thought also depend on context
and individual dispositions. The concept also relies on normative notions of truth and autonomy that remain contested,
particularly from post-structuralist positions that question the possibility of a non-mediated standard of truth. For this
reason, cognitive security should be understood not as a final state but as a regulative framework of critique that requires
continuous refinement, including the clarification of how cognitive independence can be safeguarded without recourse to
an idealised model of individual rationality and of which institutional structures can support plurality within distributed
cognition.

The study has several limitations. First, it offers a theoretical genealogy of power and cognition but does not provide
an empirical framework for measuring cognitive manipulation or epistemic vulnerability, which limits its immediate
applicability for decision-makers and applied researchers. Second, the concept of cognitive security remains at an early
stage of development and requires operational refinement before it can be applied in digital policy, cognitive science and
interdisciplinary research. Third, the genealogy, despite its breadth, does not cover all relevant epistemological and critical
traditions and draws predominantly on the Western philosophical canon, with Al-Farabi as the principal exception.

Future research may proceed in three directions. The first is the operationalisation of cognitive security through the
methods of cognitive science, artificial intelligence ethics and computational social science, including the development of
indicators of epistemic vulnerability and interpretive autonomy. The second is comparative research that integrates non-
Western traditions of knowledge [32] into the genealogy of cognition and power. The third is the examination of dialogical
educational practices as instruments for developing cognitive resilience, which would allow the normative claims of the
present study to be tested in educational settings.
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5. CONCLUSION

The study has conceptualised cognitive security through a historical-philosophical reconstruction of the relationships
among cognition, truth, power and algorithmically mediated perception. Its main result is a reasoned conceptual argument
that information warfare in the algorithmic environment is a struggle over the conditions of perception as well as over
particular narratives: ranking, filtering and personalisation pre-structure the field in which truth and falsity can be
distinguished before judgement begins, and the classical problem of illusion accordingly moves from the representational
to the infrastructural level.

In response to the objective of the study, cognitive security is defined as a philosophical category denoting the preser-
vation of reflective judgement, interpretive autonomy and epistemic plurality under conditions of algorithmic mediation.
The theoretical contribution of the study consists in the genealogical connection of classical philosophical problems with
the operations of the algorithmic environment, in the distinction between the philosophical and the technical meanings
of cognitive security, and in the justification of philosophical dialogue as a practice of epistemic resistance and epistemic
repair. The theoretical significance of these results lies in a normative concept that integrates the diagnoses offered by
theories of surveillance, networks, algorithmic power and epistemic injustice around the question of which conditions of
thinking must be preserved.

The practical implications concern several domains. For digital governance and policy, the framework provides grounds
for treating algorithmic transparency and the preservation of informational diversity as conditions of public judgement
rather than as technical options. For education and media literacy, it supports the inclusion of dialogical and reflective
practices aimed at interpretive autonomy and epistemic sensitivity among explicit learning outcomes. For security policy,
it indicates that responses to information warfare must address the conditions of perception and trust and not only the
content of individual messages.

The principal limitation of the study is its conceptual character, as the framework has not yet been operationalised or
empirically tested. Further research should develop indicators of cognitive security and examine dialogical educational
practices as means of building cognitive resilience.
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