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Abstract

The relevance of this research is de-
termined by the rapid digital transforma-
tion of the information space, the active
development of digital platforms and so-
cial networks, and the growth of infor-
mation threats associated with the spread
of disinformation, content manipulation,
and the use of advanced digital technolo-
gies to influence public opinion. The
study highlights contemporary theoretical
approaches to the development of commu-
nication policy, analyzes the role of in-
formation analytics and media literacy as
means of countering disinformation, con-
siders current digital challenges that im-
pede the normal functioning of the Eu-
ropean information space, and examines
European experience in developing strate-
gic communications and digital regulation
in this field. The study establishes that
the successful development of communica-
tion and public relations in European me-
dia discourse depends on the multi-level
integration of information analytics, me-
dia literacy, strategic communications, dig-

ital technologies, and a modern regula-
tory mechanism. It demonstrates that the
most effective ways to guarantee the open-
ness of the information space include de-
veloping the population’s digital compe-
tencies, introducing advanced information-
analysis tools, improving mechanisms for
countering disinformation, increasing the
transparency of digital-platform activities,
and implementing European standards of
communication policy. Applicability of
the results: the findings can be used in
the formation of national communication
policy, the development of strategic com-
munication systems, the improvement of
media literacy programs, the development
of mechanisms for countering disinforma-
tion, and the implementation of European
approaches to ensuring an open and secure
information space.

Keywords: communication, public rela-
tions, PR communication, media dis-
course, linguistic discourse, information
analytics
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1. INTRODUCTION

At the current pace of digital transformation in society, communication and public relations have become key mecha-
nisms for shaping the information environment, developing democratic institutions, and ensuring productive cooperation
among the state, communities, the mass media, and other social actors. Information policy in Europe is characterized
by greater openness, the widespread use of digital platforms and interactive communication technologies, and continuous
improvement of information-policy mechanisms. However, the digitalization of the information environment creates not
only new tools for information exchange but also a range of challenges, including targeted information manipulation, dis-
information, audience manipulation, fake news, algorithmic influence through social networks, and threats to information
security. In this context, information analytics, understood as a tool for the comprehensive identification, assessment, and
forecasting of information processes, is gaining particular importance. The use of modern data-analysis methods, digital
technologies, artificial intelligence, and media-space monitoring tools enables the timely identification of information
risks, assessment of the effectiveness of communication campaigns, and support for informed management decisions in the
field of public relations. Therefore, the development of information analytics is an integral component of the modern com-
munication policies of European countries. This growing dependence on integrated communication mechanisms makes
linguistic clarity, analytical capacity, and responsible digital practice increasingly important within the same evolving
information environment.

An equally important element of the modern European media space is media literacy, which is recognized as one of the
key competencies required by citizens in the digital age. It includes the ability to approach information critically, verify its
reliability, recognize manipulation, understand how digital platforms operate, and use information resources responsibly.
Improving media literacy is therefore a necessary condition for strengthening society’s information resilience, countering
information threats, and developing a democratic culture of communication. In practical terms, these competencies help
citizens interpret digital information more carefully and participate in communication processes with greater awareness
and responsibility.

The European Union also pays particular attention to the development of digital communications, transparency in the
information space, countering disinformation, and improving the digital literacy of the public. The relevant policies, rules,
and instruments are implemented and continuously developed to create a safe, open, and responsible digital information
space in which freedom of expression, protection of personal data, support for innovation, and counteraction to information
threats can be appropriately balanced. Accordingly, the European approach combines communication development with
safeguards intended to preserve both the accessibility and the reliability of the digital information environment.

The relevance of the study stems from the need for a comprehensive understanding of the characteristics of communi-
cation and public relations in European media discourse, modern approaches to information analytics, the role of media
literacy in information security, and solutions to digital challenges associated with the continuing development of digital
society. Research on these issues is important from both theoretical and practical perspectives because it can contribute to
the improvement of communication policy, the development of effective mechanisms for interaction between society and
the state, and the creation of a sustainable information environment consistent with European standards. A comprehensive
perspective is therefore necessary because communication practices, analytical capabilities, media literacy, and digital
governance increasingly operate as interconnected elements of one information system.

2. LITERATURE REVIEW

Modern research shows that the development of communication and public relations in European media discourse
increasingly reflects processes of digital transformation, the growing dominance of the platform economy, and changes
in models of interaction among the state, media, and civil society. Most authors describe contemporary communication
not simply as a process of transmitting information but also as a complex process of social management associated with
building public trust, developing democratic institutions, and ensuring access to the information space [1, 2]. This approach
substantially broadens the traditional understanding of public relations by integrating digital technologies, information
analytics, and strategic communications. The literature therefore increasingly connects communication effectiveness with
the capacity to combine technological infrastructure, analytical interpretation, institutional openness, and meaningful
interaction with different public groups.

Classical theories of media systems and communication development occupy a significant place in the literature. In
particular, the work of [3] helped establish the modern concept of a two-way symmetrical model of public relations, in
which public relations is understood as a dialogical process. These ideas were further developed by [4], who argue that
the functioning of media systems is largely shaped by political, institutional, and cultural contexts. In turn, [1] considers
digital networks to be the foundation of a new information society in which information serves as a major resource for
political, economic, and social development. Together, these perspectives provide a theoretical basis for understanding how
communication structures are influenced by both institutional arrangements and the changing organization of information
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networks.
A separate area of modern research is devoted to transformations of the digital media space. [2] argue that digitalization

not only changes the principles of social interaction but also produces a communication model based on the continuous
mediatization of social relations. Similarly, [5] describe contemporary society as a platform society in which digital services
have become key intermediaries in the dissemination of information. At the same time, [6] emphasizes the important
role of digital platforms in moderating information content and the corresponding need for algorithmic transparency and
accountability among digital intermediaries. These studies consequently shift attention from individual communication
channels toward the broader structures through which digital information is selected, organized, distributed, and governed.

Issues of media literacy and the development of the population’s digital competencies are widely discussed in con-
temporary literature. One of the foundational works in this area is the study by [7], in which media literacy is associated
with the critical analysis of information and the effective use of digital technologies. Further development of this concept
is presented in [8–10], which emphasize that modern media education should cultivate conscious and responsible users
of information by developing not only awareness of information processes but also critical thinking, digital ethics, and
responsible behavior in the information space. This broader understanding places media literacy within an educational and
social framework that includes both practical digital skills and reflective evaluation of information.

An important aspect of contemporary research is the study of disinformation, information manipulation, and the
information resilience of society. [11] investigate mechanisms of media manipulation and their consequences for the
formation of public opinion, while [12] considers the trajectories and needs associated with digital media literacy among
different social groups in Ukraine. Works by [13–16] are also of practical interest because they discuss contemporary
strategic developments, scientific approaches to social networks in the information space, educational resilience, and
European approaches to information threats. A separate category of sources includes international regulatory documents
and recommendations that define modern standards for the functioning of the digital information space. The European
Democracy Action Plan [17] identifies major areas for strengthening democratic communication, supporting independent
media, and responding to disinformation. The Digital Services Act [18] is also important because it establishes requirements
concerning digital platforms, algorithmic transparency, and user protection. These approaches are further complemented by
UNESCO guidance [19, 20], which treats media and information literacy as a fundamental competence of the contemporary
information age and emphasizes its integration into education systems and public information policy. Taken together, these
sources show that the contemporary research field combines academic analysis with regulatory and educational approaches
to the management of information risks.

An extensive area of modern literature is also devoted to assessing current digital challenges. [21] identifies disinfor-
mation, risks associated with generative artificial intelligence, manipulation, cyber risks, and the expanding influence of
digital platforms among important global concerns. These conclusions are consistent with studies of the contemporary
digital media environment that propose combining information analytics, media literacy, strategic communications, and
modern digital regulation within an integrated system for strengthening information resilience. The common emphasis
across this literature is that technological change and information risks should be considered together rather than treated
as completely separate research problems.

Overall, the literature review demonstrates a high level of development in individual areas of communication, media
literacy, digital transformation, and strategic communications. At the same time, the integrated consideration of information
analytics, media literacy, digital regulation, and strategic public relations in the context of contemporary European media
discourse remains insufficiently studied, because many studies focus mainly on one or two elements of this broader
field. This gap highlights the importance of integrated communication-policy models that combine advanced digital
technologies, analytical tools, measures for countering disinformation, and European standards for building an open and
resilient information space. Such integration is especially relevant because the effectiveness of communication policy
depends on how technological, educational, analytical, and regulatory components interact in practice.

3. METHODS

General and specialized scientific methods formed the theoretical and methodological basis of the research. Methods
of analysis and synthesis were applied to summarize theories concerning the development of communication and pub-
lic relations in European media discourse and to examine the roles of information analytics, media literacy, and digital
technologies in supporting the openness of the information space. A systems approach was used to study comprehen-
sively the relationships among strategic communications, information analytics, media literacy, and societal information
resilience. The comparative method was applied to analyze European approaches to communication policy, countering
disinformation, and regulating the digital media environment. The generalization method made it possible to structure
the findings of contemporary scientific research and international practice and to develop tables reflecting the authors’
analytical conclusions and conceptual models. The logical method was used to substantiate the conclusions and identify
promising directions for improving communication policy and public relations in accordance with contemporary European
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standards. The selected methods were used in a complementary manner so that theoretical interpretation, comparison of
European practice, and systematic generalization could support one coherent analytical framework.

Aims. The purpose of the research is to provide a comprehensive assessment of the characteristics of communication
and public relations in European media discourse, determine the role of information analytics and media education in
developing effective communication policy, and examine contemporary digital challenges and possible ways to overcome
them in the context of the continuing development of the information society. This purpose also involves identifying
how these elements interact rather than examining communication, information analytics, media education, and digital
challenges as completely isolated areas.

4. RESULTS

The contemporary development of the European information space is accompanied by substantial changes in commu-
nication processes driven by the rapid growth of digital technologies, the emergence of new media, and changing models
of interaction among public authorities at different levels, civil society, business, and the media. Whereas communication
in traditional society served primarily to transmit information, in the digital economy it has become a strategic resource
for building public trust, supporting democratic institutions, and increasing the transparency of governance processes.
Communication and public relations are therefore regarded as important mechanisms for building a democratic society:
they support effective dialogue between the state and citizens, contribute to greater openness of the information space, and
create conditions for implementing the principles of good governance [1, 4]. The principles of freedom of expression,
diversity of opinion, media independence, and transparency in the information environment form the basis of European
media discourse. At the same time, the current stage of development is characterized by a transition from the traditional
model of mass communication to a network model in which information is produced and distributed not only by profes-
sional media organizations but also by state institutions, civil society organizations, business entities, and individual users
of digital platforms. This expansion of the communication environment substantially increases the speed of information
exchange while simultaneously complicating information verification and quality control [2]. Thus, the changing structure
of communication affects not only the volume and speed of information exchange but also the responsibilities associated
with verification, interpretation, and public interaction.

Modern communication draws on the theoretical foundations of classical concepts concerning the public sphere,
communicative action, and the social responsibility of the media. The concept of the public sphere, in which the
information space functions as an environment for open public discussion and citizens can participate in decisions of
public importance, represents an important stage in the development of communication theory. Democratic institutions, the
formation of public opinion, and political culture depend substantially on the openness of information and the accessibility
of communication channels. In the contemporary digital environment, these principles are interpreted in new ways because
digital technologies have transformed how citizens engage in public life while simultaneously creating additional risks
of information manipulation and algorithmic influence through digital platforms. The digital context therefore does not
replace classical communication principles; instead, it changes the conditions under which those principles are applied and
evaluated.

Among contemporary theories, the network theory of communication is particularly influential. The network-society
approach developed by [1] considers information networks to be a principal form of social organization. According to this
approach, information is not merely an economic good but also a source of political power, a means of social integration,
and a resource for the development of civil society. Under these conditions, public relations is no longer limited to an
informational function; it increasingly operates as a strategic management function that helps organizations build and
maintain relationships with diverse key audiences [1]. This interpretation expands the management role of public relations
by connecting communication strategy with the structure and circulation of information throughout networked social
environments.

Scientific approaches to public relations have also changed substantially. The classical model presented by [3]
proposed a gradual transition from one-way communication to two-way symmetrical communication based on mutual
trust and understanding between organizations and their publics. This model underlies many contemporary European
communication strategies that emphasize transparency, openness in decision-making, and active citizen participation in
public-administration processes. In the modern European information space, communication activities are increasingly
shaped by organizations’ ability to use advanced digital tools for information analytics. Information analytics provides
opportunities not only to monitor the media environment but also to analyze public sentiment, anticipate the development
of information campaigns, measure trust in institutions, and respond proactively to information threats. Through big-data
methods, machine learning, and artificial intelligence technologies, modern communication systems can become more
adaptive; this capacity can improve interaction and strengthen cooperation among institutions, communities, and citizens
[6]. In this sense, digital tools are valuable not simply because they accelerate communication but because they can support
more systematic interpretation of complex information environments.
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Works devoted to the platformization of society have also made an important contribution to the modern conceptual-
ization of digital communications. In line with [5], digital platforms can be understood as a new model of information
interaction in which private technology companies are becoming increasingly influential in the production, distribution,
ranking, and visibility of information. This growing intermediary role creates a corresponding need for mechanisms
that support openness of information, limit manipulation, strengthen algorithmic transparency, and protect democratic
values. Table 1 summarizes the principal theoretical approaches used to interpret the development of communication
and public relations in European media discourse. The platform perspective therefore helps explain why contemporary
communication policy increasingly addresses both opportunities for rapid interaction and risks associated with privately
mediated information flows.

In response to these challenges, the European Union has developed a comprehensive legal and policy framework that
defines important principles for the functioning of the digital information environment. The European Democracy Action
Plan, the Digital Services Act, and media-literacy initiatives play significant roles in this process by seeking to increase
the transparency and accountability of digital platforms, counter disinformation, and strengthen citizens’ confidence in the
information environment [17, 18]. These instruments are relevant to communication practice because they connect the
operation of digital services with broader requirements concerning openness, accountability, and responsible information
exchange.

Table 1. Evolution of theoretical approaches to the development of communication and public relations in European media discourse

Theoretical approach Main provisions Role in ensuring openness of
the information space

Significance for the development
of democratic communication

Public sphere theory The information space is con-
sidered an environment for
open public dialogue between
the state and citizens.

Provides free access to infor-
mation and opportunities for
public discussion of socially
important issues

Fosters democratic culture, in-
creases trust in state institutions,
and supports the development of
civil society

Network society theory Communication is carried out
through global digital net-
works that integrate the state,
business, media, and citizens

Promotes the rapid dissemina-
tion of information and the in-
tegration of different commu-
nication platforms

Supports horizontal interaction
among participants in informa-
tion relations and expands oppor-
tunities for public participation

Two-way symmetrical
public relations model

Communication is based on
mutual exchange of in-
formation, consideration of
the interests of all parties,
and partnership-based inter-
action.

Increases the openness of or-
ganizations’ activities, con-
tributes to the formation of a
positive reputation, and sup-
ports long-term relationships
with the public

Creates conditions for effective
public dialogue and the develop-
ment of democratic governance

Comparative Media
Systems Theory

Media systems function in re-
lation to the political, eco-
nomic, and socio-cultural
characteristics of states

Supports balanced media func-
tioning and helps limit exces-
sive political influence on the
information space

Contributes to stronger demo-
cratic institutions, the develop-
ment of independent journalism,
and information pluralism

Theory of platformiza-
tion of digital society

Digital platforms and social
networks are becoming major
intermediaries of information
exchange

Enables rapid dissemination
of information while requir-
ing mechanisms for countering
disinformation and increasing
algorithmic transparency

Shapes modern approaches to
digital governance, media liter-
acy, and the regulation of digital
platforms

European Concept of
Strategic Communica-
tions

Communication is viewed as
a tool for supporting demo-
cratic values, information se-
curity, and societal resilience

Promotes transparency in the
activities of state institutions
and increases trust in public
authorities and information re-
sources

Contributes to stronger demo-
cratic governance, development
of digital democracy, and cre-
ation of a sustainable informa-
tion environment

Source: summarized by the author based on [1, 3–5, 17, 19].

The analysis of the theoretical foundations of communication and public relations in European media discourse shows
that the modern communication model derives from a combination of classical concepts of the public sphere, network
society, two-way symmetrical communication, and newer conceptual approaches to the platformization of the information
space. In contrast to the traditional informational model, contemporary European communications focus on maintaining
continuous dialogue among the state, civil society, business, and the media, thereby contributing to greater openness of
the information environment, stronger trust in institutions, and the development of democratic governance mechanisms. It
is also established that public relations in the European media space performs not only an informational function but also
a strategic one by supporting effective communication among the participants in the communication process. The use of
advanced digital technologies, information analytics, media-monitoring tools, and digital platforms makes it possible to
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respond in real time to changes in the information environment, improve the quality of communication policy, and reduce
risks associated with disinformation. At the same time, the effectiveness of these processes is closely linked to adherence
to principles of transparency, openness, professional ethics, and media literacy, which form an important foundation of
contemporary European information policy. The resulting model is therefore simultaneously technological, institutional,
and communicative, because each dimension affects how information is produced, interpreted, shared, and trusted.

The systematization of contemporary theoretical provisions makes it possible to argue that the future development
of European media discourse will be characterized by the continuing combination of digital innovation, improvement of
strategic communication mechanisms, and wider use of advanced information-analytics tools. This combination creates
important conditions for maintaining the openness of the information space, strengthening democratic values, increasing
society’s information resilience, and developing an effective system of interaction among public authorities, the media,
and the public in accordance with contemporary European standards. In this perspective, innovation is most useful when
it is accompanied by communication practices and institutional arrangements that support responsible and transparent
information exchange.

The further development of European media discourse is shaped by continuous transformations in the information
sphere, where digital technologies change not only the speed of information transmission but also the methods used to
create, distribute, analyze, and perceive information within communities. Whereas traditional media long dominated
as the principal producers of information content, the contemporary digital environment is characterized by active user
participation in creating information, shaping public opinion, and developing public debate. This transformation creates
a need to reconsider traditional approaches to organizing communication and public relations, which are becoming
increasingly focused on interactivity, responsiveness, and personalization of communication processes [2, 5]. Consequently,
users increasingly participate in communication processes as both recipients and producers of information, which further
complicates the management of public communication.

A distinctive feature of the European communication model is the combination of freedom of information flows
with effective mechanisms for regulating the digital environment. The information space can be viewed as a virtual
information market whose operation depends on interactions among advertisers, news agencies, internet service providers,
digital platforms, and end users. From the European policy perspective, ongoing reforms of the digital environment
increasingly involve the coordinated use of legal, organizational, technological, and educational mechanisms intended to
increase platform transparency, protect personal data, counter disinformation, and support independent media [17, 18].
This combined approach reflects the need to preserve open information exchange while also addressing the practical risks
created by increasingly complex digital infrastructures.

One important factor in contemporary European media discourse is the growing role of coordinated strategic commu-
nications at the European level. Unlike conventional information campaigns, strategic communications are planned for the
long term, combine multiple channels of information dissemination, and employ modern methods for analyzing audience
behavior. Their effectiveness is evaluated according to their capacity to maintain message consistency, support institutional
reputation, and respond appropriately to information crises. European practice also shows that strategic communications
are increasingly used to strengthen democratic governance, encourage civic participation, and support social cohesion [13].
Over the past decade, a digital communication ecosystem has developed in which governmental institutions, international
organizations, civil society organizations, and the media operate within a common information space. Such coordination
enables real-time information exchange, can improve the management of public services, and creates additional conditions
for the development of e-democracy. At the same time, the expanding role of digital platforms creates new challenges
related to manipulation of public opinion, recommendation mechanisms, information attacks, and the dissemination of
unreliable content. European countries therefore increasingly prioritize the development of digital resilience and informa-
tion security [21]. In this context, media literacy is particularly important as a set of knowledge, skills, and competencies
that enables citizens to evaluate information critically, analyze its sources, understand the functioning of digital platforms,
and use information resources responsibly. Unlike traditional information literacy, the modern European model of media
literacy also encompasses digital ethics, information security, personal-data protection, and the development of a culture
of responsible digital communication. Such strategies are reflected in national educational programs and in the activities
of UNESCO, the European Commission, and other international bodies that treat media literacy as an important factor in
supporting a democratic society [19, 22]. Media literacy therefore complements strategic communication by strengthening
the ability of individuals to interpret the same digital environment in which institutions conduct communication activities.

An important aspect of contemporary communication-policy development is the integration of information analyt-
ics into decision-making processes. Big-data processing technologies, automated tools for monitoring the information
environment, and artificial-intelligence-based instruments increasingly make it possible to assess the effectiveness of in-
formation campaigns in real time, predict possible public reactions to management decisions, identify information risks,
and recognize potential threats to information security. These technologies can also reduce the resources required for
monitoring and analysis when they are implemented appropriately. Information analytics therefore supports a transition
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from reactive communication management to the proactive development of information policy in accordance with con-
temporary principles of European governance [12]. The value of this approach lies in combining technological processing
with managerial interpretation so that communication decisions can be based on more timely and structured information.

Another important area is the research of Ukrainian scholars examining the development of digital communications
under contemporary information challenges. In particular, [15] shows that social networks can no longer be regarded
merely as platforms for interpersonal communication; they function as a comprehensive communication infrastructure that
influences public opinion, language culture, and patterns of information interaction. The digitalization of the communi-
cation space has consequently brought issues of information security, cyber protection, critical thinking, and improved
mechanisms for countering harmful information influence to the forefront [15]. In the context of Ukraine’s European
integration, harmonizing national information policy with principles of openness, transparency, and democratic gover-
nance reflected in European standards is particularly important. The implementation of these approaches can contribute
to the development of an effective strategic-communications system, stronger public trust in state institutions, improved
interaction between government and society, and greater information resilience in the face of hybrid challenges. Figure 1
presents a conceptual model of the development of communication and public relations in European media discourse.
These developments show that digital communication policy is closely connected with broader questions of institutional
trust, public participation, information security, and communication resilience.

Figure 1. Conceptual model of the development of communication and public relations in European media discourse

Source: developed by the author based on [1, 3, 4, 13, 17–19]

In today’s digital society, information has become a key strategic resource influencing political processes, social inter-
action, economic development, and the functioning of democratic institutions. The spread of digital technologies, social
networks, and online communication platforms has substantially changed traditional models of information production,
distribution, and consumption. On the one hand, these technologies provide unprecedented opportunities for open access
to information; on the other hand, they create new risks, including disinformation, manipulative information campaigns,
false content, and psychological and informational influence on society. In this context, information analytics and media
literacy acquire strategic importance as complementary tools for strengthening information resilience, supporting demo-
cratic communication, and improving public relations [1, 19]. The importance of these complementary tools increases as
the same digital environment simultaneously supports access to information and enables faster circulation of misleading
or manipulative content.

The European Union considers information resilience an important component of democratic development because the
quality of the information environment affects citizens’ trust in state institutions, the effectiveness of policy implementation,
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and society’s capacity to resist harmful information influence. In this sense, information analytics is not only a method
for collecting and systematizing information but also a tool for the strategic management of information processes. The
use of modern digital technologies for data analysis makes it possible to monitor the information field continuously,
assess reputational risks, anticipate information crises, and develop effective communication responses [17]. Information
resilience can therefore be understood as involving both institutional capacity and the ability to interpret, assess, and
respond to changing information conditions.

Scientific approaches to information analytics have changed substantially under the influence of digital-platform
development. Whereas analysis of the information environment previously relied mainly on the content of traditional media,
contemporary information flows are formed within a complex network of digital services, social platforms, video-hosting
services, messaging applications, and interactive media resources. This environment creates a need for comprehensive
analytical tools that combine big-data analytics, machine learning, automated monitoring, and predictive modeling of
information processes [6]. The analytical task has consequently expanded from examining individual media messages to
studying interconnected flows of information across multiple platforms and technical environments.

The essence of information analytics lies in transforming large volumes of unstructured information into organized
knowledge that can support decision-making. It can identify information trends, assess the societal impact of specific
information events, measure the effectiveness of communication campaigns, and anticipate potential information threats.
As information analytics becomes increasingly integrated into the strategic-communications systems of states, international
organizations, and large corporations, it can support timely responses to crises and greater transparency in information
policy [13]. In this way, information analytics links data collection with interpretation and makes large information flows
more usable for communication planning and organizational decision-making.

Information analytics is especially relevant in the context of countering disinformation. Modern information attacks
are characterized by rapid dissemination, the use of social-network algorithms, artificial intelligence technologies, and
psychological mechanisms of influence on mass consciousness. Under these conditions, traditional methods of information
verification are no longer sufficient by themselves to ensure the desired level of information security. Effective counteraction
to disinformation increasingly requires automated processing of information flows to detect anomalous activity, analyze
sources and pathways of content distribution, and assess the reliability of information. The integrated use of analytical
technologies makes it possible to detect information threats in a timely manner and mitigate their harmful effects on society
[21]. This analytical dimension is especially important when the scale and speed of information circulation exceed the
capacity of exclusively manual monitoring and verification procedures.

The growing use of information analytics also strengthens the role of media literacy as one of the fundamental means
of ensuring information resilience. In contemporary scholarship, media literacy is understood as a set of competencies
that enables individuals to identify, analyze, evaluate, interpret, create, and responsibly use information regardless of
the channel through which it is distributed. Unlike traditional information literacy, media literacy also involves critical
thinking, digital ethics, fact-checking skills, an understanding of how digital-platform algorithms function, and the ability
to recognize manipulative techniques [7, 8]. These competencies are mutually reinforcing because technical access to
information does not by itself guarantee critical understanding or responsible participation in digital communication.

UNESCO recognizes media and information literacy as an important competence for citizens in the twenty-first century
and emphasizes its role in supporting freedom of expression, democratic societies, and the quality of public dialogue [19]. A
similar position is reflected in European Commission initiatives, which treat the promotion of media literacy as an important
element of digital transformation and efforts to counter disinformation. Implementing relevant programs requires the
integration of media education into formal and non-formal education, support for independent fact-checking organizations,
improvement of the population’s digital competencies, and development of citizens’ information culture [22]. Table 2
summarizes practical applications of information analytics and media literacy for countering disinformation in European
countries and organizations. The educational dimension is therefore closely connected with wider communication-policy
objectives concerning reliable information, informed participation, and resilience against misleading digital content.

The study showed that under conditions of digital transformation of the information space, information analytics and
media literacy function as interdependent elements within the toolkit of modern strategic communications. Together, they
support effective counteraction to disinformation, improve the quality of communication processes, and strengthen society’s
information resilience. Information analytics provides systematic monitoring of the information field, identification of
destructive information influences, assessment of public sentiment, and forecasting of potential threats, whereas media
literacy develops citizens’ ability to perceive information critically, verify its reliability, recognize manipulative content,
and interact responsibly with digital media. The combined use of these tools makes it possible not only to reduce the
harmful effects of information threats but also to support a higher-quality information environment based on openness,
reliability, and trust among members of society. Their interaction is important because analytical systems can identify
risks, while media-literate users are better equipped to interpret information and respond to those risks responsibly.

No. 24, January - December 2026 - pp. 1450 - 1465



Information Analytics, Media Literacy, and Digital Challenges in European Communication and Public Relations
Discourse 1459

Table 2. Practical application of information analytics and media literacy in countering disinformation in European countries

Country / organization Information challenge Information analytics tools used Media literacy development activi-
ties

Practical result

European Union Coordinated disinformation cam-
paigns concerning the activities of
EU institutions

European Digital Media Obser-
vatory (EDMO), digital-platform
monitoring, and analysis of infor-
mation flows

Pan-European media-literacy devel-
opment programs and support for in-
dependent fact-checking centers

Faster detection of false information and
improved coordination among Member
States

Finland Information influence and the
spread of false or misleading infor-
mation

Continuous monitoring of the in-
formation environment and social-
media analytics

Integration of media literacy into ed-
ucational programs at different lev-
els

Building one of the highest levels of
population resilience to disinformation
in Europe

Estonia Cyberattacks and information oper-
ations

Cyber-incident analysis and digital
monitoring of government informa-
tion resources

National digital-literacy and cyber-
hygiene programs

Stronger information security and digi-
tal resilience of government institutions

Ukraine Large-scale information and psy-
chological operations and wartime
disinformation

OSINT analytics, social-media
monitoring, and automated analysis
of information campaigns

Nationwide media-literacy pro-
grams, fact-checking platforms, and
educational courses

Stronger critical assessment of informa-
tion and more rapid responses to disin-
formation

UNESCO and European Com-
mission

Low levels of digital competence
among certain social groups

Research on population information
behavior and assessment of digital-
literacy levels

Development of international Me-
dia and Information Literacy (MIL)
programs

Increased digital competence and devel-
opment of a culture of responsible infor-
mation use

Source: summarized by the author based on [7, 8, 12, 13, 17, 19, 22].

European experience indicates that an effective response to disinformation requires a comprehensive approach combin-
ing advanced analytical tools, legal regulation, development of the population’s digital competencies, and implementation
of media-literacy programs. The practices of the European Union, Finland, Estonia, and Ukraine show that the systematic
use of information analytics, automated monitoring of digital platforms, fact-checking, and educational activities can
strengthen strategic communications, support timely identification of information threats, and increase citizens’ confidence
in reliable sources of information. These examples illustrate that societal information resilience is not created by isolated
technological solutions but by an integrated system of interaction among public institutions, the media, the educational
environment, and civil society. The overall approach therefore combines institutional action with individual competencies,
recognizing that information resilience depends on both organized systems and informed participation by citizens.

The generalization of the research results indicates that the future development of European media discourse should
be supported by broader use of artificial intelligence and big-data analytics, stronger communication strategies, effective
practices in media literacy, and continued harmonization of national approaches to digital governance with European
standards. The systematic convergence of information analytics and media literacy provides a basis for improving
communication processes, strengthening information security, developing a democratic information space, and increasing
society’s capacity to resist modern digital threats. The rapid digitalization of society has become one of the major factors
shaping the contemporary European media landscape, contributing to new principles of communication, new forms of
interaction between the state and civil society, and new mechanisms for the formation of public opinion. At the same time,
the evolution of digital technologies is accompanied by challenges affecting the effectiveness of information policy, the
security of the information space, and the resilience of democratic institutions. Unlike many traditional information-security
threats, contemporary digital risks can spread rapidly across borders, rely on automated technologies, and be difficult to
identify at an early stage. European states are therefore increasingly focused on developing integrated communication
policies that combine legal, organizational, technological, and educational measures to strengthen information resilience
[17, 21]. This integrated perspective treats technological innovation, communication management, and media education
as mutually connected responses to a digital environment that continues to change rapidly.

Among the most pressing digital challenges is the spread of disinformation and manipulative content, which can
substantially affect social and political processes, electoral environments, citizens’ trust in state institutions, and the
functioning of democratic mechanisms. Social networks, digital platforms, and recommendation algorithms enable
information to spread extremely rapidly regardless of its accuracy. As a result, false or misleading messages can sometimes
reach large audiences before corrective information is available, creating additional risks for information security and
democratic communication [5, 6]. The central problem is therefore not only the existence of false information but also the
speed, scale, and technical mechanisms through which it can circulate.

Another problematic aspect is the growing use of artificial intelligence technologies for automated content production.
Generative artificial intelligence models simplify the creation of text, images, audio, and video, substantially expanding
the scale and speed of digital communication. At the same time, these technologies can be misused to create deepfakes,
automate disinformation campaigns, and manipulate public opinion. The continuing development of generative artificial
intelligence is therefore one of the fastest-changing factors in the contemporary information environment and, according to
international risk assessments, requires updated approaches to digital regulation, information verification, and information
security [21]. The challenge is consequently dual: the same technologies that expand communication possibilities can also
increase the efficiency with which deceptive or manipulated content is produced and distributed.

The algorithmization of information flows also significantly affects the functioning of the European media space.
Modern digital platforms use complex content-personalization algorithms that determine the order and visibility of
information according to users’ behavioral characteristics. Although such mechanisms can improve the relevance and
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efficiency of digital services, they can simultaneously contribute to so-called “information bubbles”, in which users are
repeatedly exposed to information that primarily confirms their previous views. This dynamic can weaken pluralism of
opinion, intensify social polarization, and reduce the quality of democratic dialogue [2]. The communication consequences
of personalization therefore depend not only on technical performance but also on how algorithmic selection influences
the diversity of information encountered by users.

Cyber threats, which are increasingly combined with information operations, remain an important component of con-
temporary digital challenges. Cyberattacks targeting state information systems, media organizations, digital infrastructure,
and public registries may be accompanied by information campaigns intended to discredit institutions or create uncertainty
among the population. For this reason, contemporary European approaches to information security increasingly empha-
size the integration of cybersecurity, strategic communications, digital literacy, and information analytics within a unified
system for strengthening institutional and societal resilience [18]. This convergence of technical and communicative
threats explains why information-security strategies increasingly require cooperation across technological, institutional,
educational, and communication domains.

In response to these challenges, the European Union has developed a comprehensive set of rules and policy instruments
that establish important principles for the contemporary digital environment. The Digital Services Act represents a
major step in regulating digital platforms by introducing requirements related to platform accountability, transparency,
and user protection, while the European Democracy Action Plan includes measures intended to support independent
media, strengthen fact-checking, increase transparency in political advertising, and reinforce democratic processes in the
digital environment [17, 18]. Together, these measures illustrate an approach in which platform regulation and democratic
communication are treated as connected parts of the wider governance of digital information.

The experience of individual European countries indicates that the effectiveness of communication policy is strongly
influenced by the degree to which digital technologies, information analytics, and media-literacy programs are integrated.
Finland traditionally occupies leading positions among EU Member States in the population’s ability to counter disinfor-
mation, reflecting a comprehensive approach to media education, critical thinking, and digital literacy within the education
system. Estonia provides a successful example of combining digital governance with contemporary cybersecurity and
information-analytics mechanisms, contributing to a high level of citizens’ trust in digital government services. Ukraine’s
experience has become especially relevant under conditions of full-scale information warfare, in which rapid analysis of
information flows, the use of OSINT technologies, the development of fact-checking platforms, and implementation of na-
tional media-literacy programs have become key elements of efforts to strengthen the state’s information resilience. Table 3
presents a comparative analysis of major digital challenges and mechanisms for addressing them in the European media
environment. These cases demonstrate different institutional contexts, but each illustrates the importance of connecting
technological tools with education, analysis, and organized communication practices.

The development of communication policy in the European media environment is increasingly based on aligning
digital practices with the principles of open governance and democratic participation. Communication effectiveness is
determined not only by the speed of information dissemination but also by the capacity of state institutions to maintain two-
way communication with society, respond promptly to citizens’ information needs, and ensure transparency in management
procedures. The digitalization of communication activities is therefore increasingly interpreted as a systemic process that
includes the development of e-government, consolidation of digital services, use of artificial intelligence for information
processing, and adoption of new approaches to measuring communication effectiveness [1, 17]. One important direction
in contemporary communication policy is the expansion of digital analytics in public relations. Big-data analysis tools,
automated monitoring of the information field, and machine-learning algorithms support a transition from a reactive model
of communication management to a predictive and proactive model of information-risk management. This approach
provides opportunities for continuous monitoring of changes in public opinion, evaluation of information campaigns, and
development of response scenarios for potential communication crises. Information analytics consequently occupies an
important place in strategic management by improving the quality of managerial decisions and supporting trust between
public authorities and citizens [6]. At the same time, the development of ethical principles governing digital platforms is
becoming increasingly important. European practice demonstrates a gradual transition from minimal intervention toward
a model of responsible digital governance that requires clearer rules for algorithmic transparency, platform responsibility
concerning illegal content, and protection of users’ personal data. The adoption of the Digital Services Act and the
continuing development of a legal framework for artificial intelligence indicate an effort to create a balanced regulatory
model that combines freedom of expression with information security and the protection of democratic values [18]. The
effectiveness of this model ultimately depends on the coordinated use of technological, analytical, ethical, and institutional
instruments rather than on any single communication tool.
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Table 3. Comparative analysis of modern digital challenges and mechanisms for overcoming them in the European media environment

Digital challenge Potential consequences Examples of European practices Communication policy tools Expected effect
Disinformation and fake news Manipulation of public opinion

and declining trust in institutions
EDMO, fact-checking networks ϵC Strategic communications, informa-

tion analytics, and fact-checking
Increasing the reliability and
credibility of the information
space

Deepfakes and generative AI Distribution of false or manipu-
lated audio and video content

AI Act and European Commission
guidance

AI-content labeling, digital regula-
tion, and detection algorithms

Reducing risks associated with
manipulative uses of AI

Algorithmic personalization Formation of information “bub-
bles” and polarization of society

Digital Services Act Algorithmic transparency and inde-
pendent auditing of digital platforms

Expanding information pluralism

Cyberattacks and information operations Disruption of state information
systems and digital public ser-
vices

Practices of Estonia and the Euro-
pean Union Agency for Cybersecu-
rity (ENISA)

Integration of cybersecurity with
strategic communications

Strengthening the digital re-
silience of the state

Low level of digital competences Greater vulnerability of the pop-
ulation to manipulative content

Media-literacy programs in Finland
and UNESCO initiatives

Media education, digital literacy,
and development of critical thinking

Formation of a more informed
and resilient society

Source: summarized by the author based on [15, 17–19, 21].

The integration of media literacy into lifelong learning is a promising direction for the development of communication
policy. Until recently, media competencies were associated primarily with formal education, but contemporary European
approaches increasingly treat the development of critical information skills as a lifelong process. Particular attention is
given to training civil servants, journalists, local-government employees, educators, and representatives of civil society
whose work is closely connected with information and communication. Such an approach can improve the quality of
communication processes and create conditions for the development of a more resilient information environment [19, 22].
Lifelong learning broadens the target audience of media education and recognizes that digital information practices continue
to evolve throughout professional and civic life.

Another direction for improving modern communication policy is the development of international cooperation in
countering information threats. Digital challenges are transnational; therefore, efforts to counter disinformation, cyber
threats, and manipulative information campaigns require continuing coordination among states, international organizations,
digital platforms, and independent analytical centers. For this reason, the European Union has supported the development
of joint information and analytical networks, digital-space monitoring centers, and international information-exchange
platforms that can provide operational support in responding to contemporary information threats [17]. International
cooperation is especially relevant because information flows frequently cross national boundaries and digital platforms
operate within communication environments extending beyond individual jurisdictions.

Practical experience in European countries confirms that the effectiveness of communication policy also depends on
systematic methods for evaluating outcomes. Indicators increasingly used in such assessments include digital audience
reach, levels of public trust, speed of response to information crises, effectiveness of fact-checking mechanisms, and the
level of digital competence among the population. These indicators make it possible to evaluate individual information
campaigns and identify areas in which communication policy may require further development in accordance with
contemporary European standards [13]. A systematic evaluation framework therefore makes communication policy more
measurable and provides a clearer basis for comparing intended objectives with observed communication outcomes.

In the context of Ukraine’s European integration, these approaches have particular practical significance. A modern
system of strategic communications should be developed through the coordinated digitalization of public administration,
expansion of information analytics, improvement of the regulatory framework governing digital platforms, broader media-
literacy programs, and incorporation of international experience in countering information threats. The development of the
population’s digital culture remains especially important because critical thinking and responsible information consumption
directly influence society’s capacity to withstand contemporary forms of harmful information influence [12, 15]. Figure 2
presents a conceptual model for improving communication policy and public relations in accordance with European
standards under contemporary digital challenges. These measures are interconnected because the effectiveness of digital
tools depends partly on institutional capacity, professional practice, and the information competencies of the population.

The study showed that contemporary digital challenges are changing the European media landscape in terms of both
its functioning and the requirements placed on communication policy and public relations systems. The information
environment is increasingly affected by disinformation, artificial intelligence technologies, algorithmic personalization
of content, cyber threats, and the growing influence of digital platforms, creating a need to move beyond conventional
information campaigns toward comprehensive systems of strategic communication. The analysis of European practice
indicates that effective communication policy requires the integration of contemporary analytical instruments, appropriate
regulatory mechanisms, higher levels of media literacy, and proactive use of digital tools for public engagement. This
transition requires communication systems that can respond to rapidly changing information conditions while maintaining
transparency, consistency, and meaningful engagement with different audiences.

Promising directions for improving communication policy in the European context include the use of information-
analytics systems based on big-data technologies, artificial intelligence, and OSINT; increased transparency of digital-
platform algorithms; expansion of media-literacy programs; further development of crisis communications; and stronger
cross-sectoral cooperation among public institutions, media organizations, research institutions, and civil society. The
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coordinated use of these instruments can improve communication processes, strengthen trust in public institutions, in-
crease society’s information resilience, and support the development of an open democratic information environment
consistent with contemporary European standards. In combination, these directions emphasize that technological mod-
ernization should be accompanied by institutional coordination, educational development, and responsible approaches to
communication governance.

Figure 2. Conceptual model for improving communication policy and public relations in accordance with European standards in the face of
modern digital challenges

Source: developed by the author based on [1, 13, 15, 17–19, 21].

5. DISCUSSION

The development of communication and public relations in contemporary European media discourse has been shaped
by the interaction of digital technologies, democratic models of media-system functioning, and institutional mechanisms
for regulating the information space. The findings are consistent with theoretical approaches that interpret digital commu-
nication not only as a technologically oriented process of information transmission but also as a strategic instrument for
building public trust, supporting democratic governance, and ensuring productive interaction among public authorities,
the media, and civil society [1, 2]. At the same time, the study complements existing approaches by showing that, in the
contemporary European media space, communication effectiveness increasingly depends on the integration of information
analytics, media literacy, and strategic communications within a broader system for strengthening information resilience.
This interpretation places communication policy at the intersection of technological change, institutional development,
public interaction, and the continuing transformation of media systems.

Comparison of the results with contemporary research indicates that the democratic functioning of the information
space is closely associated with the openness of media systems, the transparency of digital platforms, and the development
of mechanisms for public dialogue. These conclusions are consistent with comparative approaches to media systems
and with theories of network society that emphasize the roles of independent media, digital interaction, and open access
to information in democratic institutions [4, 5]. At the same time, the findings indicate that communication openness
cannot be effectively sustained, even in a highly digitalized information environment, without developing the population’s
digital skills and systematically applying information analytics. The results therefore reinforce the view that technological
access and institutional openness become more effective when citizens also possess the skills needed to interpret digital
information critically.

The study paid particular attention to assessing the role of information analytics and media literacy in countering
disinformation. The results are consistent with contemporary scientific approaches according to which information
analytics supports rapid detection of information threats, analysis of trends in the digital environment, and evidence-
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informed decision-making, whereas media literacy develops citizens’ critical evaluation of information, fact-checking
skills, and ability to identify manipulative content [7, 8, 19]. At the same time, the findings extend these approaches
by indicating that the greatest effectiveness in countering disinformation is achieved when technological instruments for
information analysis are combined with the development of the population’s digital competencies rather than when either
mechanism is implemented in isolation. This combined approach recognizes that technological detection and human
interpretation address different parts of the same problem and are more useful when applied together.

The results are also consistent with contemporary European approaches to regulating the digital environment. In par-
ticular, the European Democracy Action Plan and the Digital Services Act emphasize issues such as platform transparency,
strategic communication, accountability of online intermediaries, and support for measures that strengthen the integrity
of the information environment [17, 18]. The analysis also indicates that regulation alone cannot ensure a high level of
information security; its effectiveness also depends on users’ digital literacy, the capacity of public institutions to employ
modern analytical tools, and cooperation among government, media organizations, and civil society. The study further
confirmed the substantial influence of contemporary digital challenges on the evolution of European media discourse. Dis-
information, algorithmic personalization, generative artificial intelligence, cyber threats, and deepfake technologies create
new risks for democratic communication. These findings are consistent with current global risk assessments and studies
of digital-platform functioning that identify information manipulation as an important challenge for the contemporary
information society [6, 21]. At the same time, the findings show that the development of digital technologies also creates
opportunities to improve strategic communications through artificial intelligence, automated monitoring of the information
space, big-data analysis, and forecasting of information risks. The regulatory and analytical dimensions should therefore
be considered complementary, because rules governing platforms and tools for interpreting information address different
aspects of digital communication risk.

Comparison of the findings of this study with contemporary research by Ukrainian and international scholars confirms
that social networks function not only as communication platforms but also as environments for the formation of public
opinion, political mobilization, and socio-cultural interaction. This observation is consistent with studies of the linguistic
and communicative features of social networks, information threats in digital environments, and contemporary models of
strategic-communications development [13, 15, 16]. At the same time, the present study indicates that increased information
resilience is supported by the integration of information analytics, media literacy, and modern digital technologies rather
than by exclusive reliance on administrative or regulatory instruments. This finding supports an integrated perspective in
which communication practices are examined together with the analytical, educational, and institutional conditions that
shape their effects.

Particular attention should be paid to the practical significance of the findings for the development of communication
policy in Ukraine in the context of European integration. The generalization of European experience indicates the
importance of aligning the national system of strategic communications with relevant European Union standards, developing
media-literacy programs, introducing modern information and analytical tools, and expanding international cooperation in
countering disinformation. This approach is consistent with contemporary recommendations concerning digital education,
media literacy, and the development of societal information resilience [9, 10, 23]. For Ukraine, the practical significance
of these measures lies in adapting European experience to national communication needs while maintaining compatibility
with broader European approaches.

Thus, the findings are consistent with contemporary scientific approaches to communication and public relations in
the digital sphere while also extending them by emphasizing the importance of convergence among information analytics,
media literacy, strategic communications, and digital governance. The scientific novelty of the study lies in its argument
that societal information resilience is determined not only by technological development or regulatory support but also
by the effectiveness of interaction among the state, media organizations, digital platforms, educational institutions, and
civil society. A promising direction for further research is the development of an integrated model for assessing strategic-
communication effectiveness that combines quantitative indicators of information resilience, indicators of media-literacy
development, results of information analytics, and criteria for evaluating citizens’ trust in digital communications under
contemporary conditions of digital transformation. Such a model could also provide a clearer analytical connection between
institutional communication practices, citizens’ competencies, measurable information risks, and public perceptions of
trust.

6. CONCLUSIONS

The study confirmed the importance of communication and public relations in European media discourse as key
components in the development of an open information space, democratic governance, and societal information resilience.
It found that the contemporary communication model is based on a combination of openness, transparency, strategic
communication, and digital transformation, thereby supporting effective interaction among state institutions, the media,
and civil society. These components operate together because openness without effective communication, or digitalization
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without transparency, would provide only a partial basis for sustainable public interaction.
It was determined that information analytics and media literacy together form a comprehensive set of tools for coun-

tering disinformation and improving the quality of communication processes. Information analytics enables monitoring
of the information environment, identification of information threats, and support for informed managerial decisions,
whereas media literacy develops critical thinking, fact-checking skills, and responsible use of digital resources. Their
combined application can increase trust in reliable information sources and strengthen societal information resilience. The
complementary nature of these tools is important because analytical capacity and individual critical competence address
different stages of the same information process.

The study highlights that the principal digital challenges in the contemporary European media environment include
disinformation, the spread and misuse of generative artificial intelligence, algorithmic personalization of content, cyber
threats, and the growing influence of digital platforms. Analysis of European experience indicates that an adequate response
to these challenges requires comprehensive integration of modern information-analytics technologies, development of
media literacy, improvement of strategic communications, effective regulatory and legal mechanisms, and international
cooperation. The synthesis of the findings provides grounds to argue that communication policy over the coming decade
should increasingly focus on integrating digital innovation, artificial intelligence, information analytics, and educational
programs in media literacy. Such integration can contribute to higher-quality public relations, greater openness of the
information space, stronger democratic institutions, and the development of a sustainable information environment in
accordance with contemporary European standards. The overall conclusion is therefore not limited to technological
modernization; it emphasizes coordinated development across communication practice, regulation, analytical capacity,
education, and institutional cooperation.
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